
Development of brute force detection and protection for eduroam service

Abstract

eduroam (education roaming) is a network access service developed for the international 
research and education community. The service allows staff from member institution access to the 
computer network of other institutions (Service Provider: SP). They use a user account and password 
issued by home institution (Identity Provider) in order to access to network. eduroam is a trusted 
network. Service provider accepts the assertion of user from other institutions in all cases. Attacker can 
attack the network by brute-force attack technique using random password of target user of other 
institution. This research aims to develop a technique for detect and prevent brute-force attack for 
eduroam. The methodology used is adding a module into the radius which is used to receive and process 
requests from clients. The technique of attack detection is counting the number of invalid requests from 
client during the period. If number of invalid requests is exceeded, that client is marked as attacker.
After that, all requests from that client will be rejected. The test results indicate the effectiveness of the 
methodology used does not reduce the performance of the service. The invalid request can be rejected 
faster.
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